Ceknusa
AKTYAJIBHBIE ITPOBJIEMBI KP‘!/IMI/IHAJII/ICTI/I‘IECKOI‘/'I
U CYJAEBHO-3KCINIEPTHOU AEATEJIBHOCTH

I'apmaes 10.11.,

JOKTOP IOpHINYECKHX HayK, npodeccop
Cubupckuii ropuanueckuid uHctutyT MBJ] Poccuu (r. Kpachosipek),
Bypsitckuit rocyjapctBeHHbINH yHUBepcuTeT nMeHH Jlopku banszaposa (r. YnaH-Y 13)

Ocunos I'.11.

AO «Ilapa» (r. Mocksa)

HCN0/Ib30BAHME CINELUA/IbHBIX 3HAHUM B OBJIACTH KPUIITOBAJIIOT
110 YIrO0JIOBHBIM JIEJIAM O HEBAKOHHOM OBOPOTE HAPKOTHUKOB

CoBpeMeHHBIH MHp ¥ OOIIECTBO BCe
0oJIBITIE BOBJICKAIOTCS B MU(POBBIE TEXHOJIO-
rur. OHM TPOHM3BIBAIOT BCe cPEephl KU3HU, B
TOM YHCJE HCIONB3YIOTCS NPU COBEPUICHUH
MPECTYIUICHU, CBI3aHHBIX C HE3aKOHHBIM 000-
POTOM HapKOTHUYECKHX CPEJICTB.

ITo naHHBIM OpHUIUATLHON CTATUCTUKK', B
nepBoil mosoBuHe 2023 roga 3a He3aKOHHBIC
JNEeUCTBUS C HAPKOTHYECKHMH CpPEICTBAaMU U
NCUXOTPOIHBIMM ~ BEIIECTBAMH  OCYXKICHO
38314 uenosek. IIpu aTom 3a Bech 2022 rop no
TaKOW KaTeropuu aen ocyxaeHo 78904 ueno-
BEKa, YTO CBUJIETEILCTBYET O CTAOUIBLHO BBICO-
KOM KOJIMYECTBE TAKHX MPECTYIUICHHUH.

BonbpmimHCTBO peanbHO cOBEpIIaeMbIX Ipe-
CTYIHBIX TOCSTaTeIbCTB, CBA3aHHBIX C HAPKOTH-
KaMH, OTHOCATCS K TaK Ha3bIBAEMBIM KPUIITOIIPE-
CTYIUICHHSIM, TO €CTh 3alpPEIICHHBIM YTOJOBHBIM
3aKOHOM OOIIECTBEHHO OMACHBIM JICSHUSIM, TJe
KPHUIITOBAIIOTA ABIISICTCS MPEAMETOM TPECTYTI-
HOM AESITENBHOCTH JHOO CPENCTBOM, OpYAHEM
MPECTYIUICHHUSI, IIeITBIO 3JI0YMBIILICHHUKOB.

TenaeHIMH POCTa BOBICUEHHOCTH KPUIITO-
BAIIOTHl B TIPOTHBOIMPABHYK) JIEATEIHHOCTH
MOATBEPANIT JUPEeKTOp PochuHMOHHTOpUHTA

I0.B. YuxanuuH, 3a4BUB, 4YTO KOJIUYECTBO He-
3aKOHHBIX ONEpaIuii ¢ UCIOJIb30BaHUEM KPHII-
toBamioTel B 2023 romy B Poccum BeIpocio B
JIBa pa3a. boIBIIMHCTBO U3 HUX CBA3aHO C 000-
pPOTOM HApKOTHKOB, MOIICHHHYECTBOM, KOp-
pyILuUei ¥ TeppOpU3MOM>.

[Mo mamepM PocuHMOHUTOpHMHTA, KPHUII-
TOBAJIIOTHl MOTYT HCIIOJIb30BAThCS HA Pa3iIny-
HBIX JTanax JABWKEHUS HApKOIO0XOIO0B, BKIIIO-
yas pacyeThl HapKOIOTPEeOWTENe 3a HapKo-
THKH, JICTATU3AIUIO TIOJYYEHHOTO MPECTYITHOTO
JI0X0Jla U pachpee/ieHHe ICHEKHBIX CPEICTB
MEXy YY4aCTHUKaMU OPTaHU30BaHHBIX HPECTYII-
HBIX (POPMHUPOBAHMI, a TAKXKE BHIIUIATY BO3Ha-
rpakJIeHUH 3aKIagduKaM, HapKOKypbepam, pa-
0oTHUKaM HapKojabopaTopuil. AHOHUMHOCTH
pacyeToB C WCIOIb30BAaHUEM KPHIITOBAIIOT
obecrnieyrBaeT MOMyYJIIPHOCTH TAHHOT'O CIToco0a
MPU COBEPIICHHM TMPECTYIUICHUH U, KpPOMe
TOr0, YCIOKHSIET IPOIIECC PACCIEI0BAHMS .

[To muenuto A.T'. BoneBoaza, no 60% mpe-
CTYIUICHUH, CBSI3aHHBIX C HE3aKOHHBIM 000poO-
TOM HapKOTHKOB, MOKPBIBaeTCA IU(POBBIMU
aktuBaMu. A notom eme 60% moay4eHHOU He-
3aKOHHBIM ITyTeM KHOEPBaIOTHl HE3aKOHHO OT-

MbIBaeTCs?,
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AKTYAINBHBIE MPOBNEMbI BOPbEbI C MPECTYMHOCTBIO: BOMPOCHI TEOPUM W MPAKTUKA :
matepuanbl XXVI mexgyHapoaHoi Hay4HO-npakTUyeckoit koHdepeHuun. Yacts 2. KpacHosipck: Cub6tOW MBJ] Poccuu, 2024

Heob6xoaumo oTMETUTH psi IpoOIeM, BO3-
HUKAIONMMX TIPU pacclelOBaHWUM HapKoOIpe-
CTYIUIEHHH, T/I€ UCTIOJB3YETCs] KPUIITOBAIIOTA:

1) KpuUNTOBANIOTa UCIHOJB3YeTCAd KaK HH-
CTPYMEHT MHUMOI aHOHUMHOCTH;

2) mpaBOBOE PEryJlMpOBaHUE HE YCIIEBaeT
3a pa3BUTHUEM TEXHOJOTHH. A MOKa MOPSIIOK pe-
TyIUPOBaHMS KpHUNTOBAMIOTHI B Poccum He
ompeneneH, GaKTUYECKH 3TOT HHCTPYMEHT aK-
THBHO HCIIONB3YETCS 3I0YMBIIIJICHHUKAMU TSI
COBEPILIECHUS NPECTYIUICHUH;

3) oTCyTCTBHE TPABOBOTO PEryJIHPOBAHUSI
B COOTBETCTBYIOLICH 00JIacTH CHEUaIbHBIX
3HaHUH He CHOCOOCTBYET MPOBEACHUIO Cyael-
HBIX 3KCIIEPTU3 B OTHOIIEHUH KPUIITOBAJIIOT;

4) HEIOCTATOYHO HAYYHOW W MPHUKIATHON
JUTEPATYPHI TI0 pacCMaTPUBAEMOMY BOIIPOCY;

5) HU3KHA YpOBEHL 00pa30BATEIBLHOU H
MPOCBETUTENBCKOMN NESATENHLHOCTH B paccMmaT-
puBaemoii chepe u, Kak clieICTBUE, HU3Kasl KBa-
nuduKanms B 3THX BOMPOCAX HE TOJIBKO MPO-
CTBIX TpaXkJaH, HO ¥ ONEPaTHUBHBIX COTPYAHH-
KOB, cliefoBaTeNeld, pabOTHUKOB MPOKYpaTyphl
U cyza.

Jnst apdekTuBHOTO paccie0BaHUs HAPKO-
MpecTyIUIEeHUH C HMCIOJIb30BAaHUEM KPHUITOBA-
JIIOTHI, & TAaK)XE MPOTHUBOAECHCTBUS YKa3aHHOU
MPECTYMHON AESITENIBHOCTH HEOOXOJUMO TpO-
LeCCyaIbHO BBIBEPEHHOE M TAaKTHYECKH P Dek-
THBHOE UCIIOJIb30BaHNE CIIEIIMAIBHBIX 3HAHUHU B
3TOH 00NacTu.

OtaenbHble COTPYIHHUKH IPaBOOXpaHU-
TENBHBIX OPraHOB, CICIHAIU3UPYIOIINECS II0
0003HaYeHHOW KaTeropuu Jeid, YyXKe HUMEIOT
OTIPENIENICHHBIN OMBIT U MNpakTUKy. Ilpu 3ToM
100 OHU CaMU CTAHOBSITCS SHTY3UACTAMU B 00-
JMaCTH WCCIEAOBAaHUSA KPHUIITOBANIOT (OJTHAKO
OHU 3a4acTyl0 B 3TOM CITy4ae CTAaHOBSTCS 3aUH-
TepecOBaHHBIMU JIMLIAMU B Tpolecce), aubo
IUISL DTUX TIeJIeH MPHUBIEKAIOT CIEIUATUCTOB 10
KPHUIITOBAIIOTAM — OOBIYHO COTPYAHUKOB aHa-
JINTUYECKUX KOMITAHUM.

MHOXeCTBO HAyIHBIX MyOJUKAMi yKa3bl-
BalOT Ha HEOOXOAUMOCTh MPUBJICUCHUS CTIEIH-
aJUCTOB MO KPUNTOBAIIOTE NPU MPOU3BOJCTBE
cnenctBeHHbIXx pAeiictBuii. Tak, O.H. Tuccen
YKa3bIBaeT, YTO B MPOTOKOJIE CIEACTBEHHOTO
JIEUCTBHS BAXKHO 3a()MKCHPOBAThH BCE JICHCTBUS
MOIIAaroBO € NpPHUJIOKEHUEM (OTOTAONNLBI H
(mnm) BUIEO3amucH, IPU HEOOXOAMMOCTH TIPO-
BECTH €r0 ¢ y4acTHEM crenuanucTal,

CrnenuanucT MO KPUIITOBATIOTE SIBISICTCS
KaK pa3 TeM YYaCTHHUKOM IIpOIlecca, KOTOPHIH
JIOJDKEH COOTBETCTBOBATH TPEOOBAHUSAM CT. 58
VIIK P®, B Tom 4uciae o0iagaTh crenuaib-
HBIMH 3HAHUSMH B HCCIEAyeMOH o00iacTh, B
JIAaHHOM ClIydyae — B 0OJIaCTH KpPHIITOBAJIOT.
N3ydenne ux aBmkeHus (aKTUUSCKH SBIICTCS
MMO3HAHUEM COOBITHS MPECTYIUICHUS, KOTOPOE B
COBOKYITHOCTH C APYTHMH METOJaMH I103BO-
JII€T BOCCO3/IaTh €r0 U B KOHEYHOM UTOT€ pac-
KPBITb.

OcHOBHBIMHU (hOpMaMH y4yacTHs CreIHaTH-
CTOB 10 KPUITOBAJIIOTE IO YTOJOBHBIM J€JIaM O
HapKOMPECTYIICHUSX SBIISIOTCS:

1) mpoBenenue ucciaeAOBaHUS MyTeH BH-
JKEHUsI KPUIITOBAIIOT;

2) KOHCYIBTHPOBAaHHE IO BOIPOCAM, BXO-
JISIIMM B KOMIIETCHIIMIO TAKOTO CIEIMAINCTa;

3) mpuBIeUCHHUE CIIEIHANINCTa MO KPHUIITO-
BantoTaM AJisl yyactusa B OPM u cneacTBeHHbIX
JCUCTBUSIX,

4) obpa3oBaTenbHass U MPOCBETUTEIbCKASL
pabota 1S COTPYNHHKOB MPaBOOXPAHUTEIh-
HBIX OpPTaHOB.

[IpuBneyeHne CeUaIuCTOB 10 KPUIITOBA-
JIIOTaM MOXET OBITh Ha Pa3HBIX CTAIUIX yTO-
JIOBHOTO CYAOIPOW3BOJCTBA: HA dTaIe 0 BO3-
Oy>XJIeHHs YrOJIOBHOTO Jiejla, Ha JTare npeiBa-
PUTEIBHOTO CICJACTBHS U Ha CTaIMK CYJeOHOTO
CJIEACTBHA.

Tak, Ha craguu A0 BO30YKJICHUS YrOJOB-
HOT'0 JIeJ1a CIICIIHAINCT MOKET OBITh IMPUBJICYCH
Ha 3Tare ONepaTUBHON pa3pabOTKH MpecTym-
HOU TpyMITBI, COOOIIECTBA, 3aHUMAIOIIETOCS He-
3aKOHHBEIM 000pOTOM HAaPKOTHYECKUX CPEICTB.
OH KOHCYJIbTUPYET OTHOCHTEIBHO TOTO, KaK 3a-
JIOKYMEHTHPOBAaTh MPOTHBOIMPABHYIO ICATEIb-
HOCTH TaKUX JIUI B 9aCTH MCIIOTH30BAHUS KPHUII-
ToBaMIOTH. CIIEIHaIuCT MOXET IPEJOCTABUTh
OPHECHTUPYIOIYIO0 HHOOPMALIUIO OTHOCUTEIHHO
METO/IOB, YCIOKHSIOIUX OTCIACKUBAHUE MyTEH
BBIBOJIA KPHUIITOBATIOTHI, ITOJIYUYCHHON OT IMpO-
K1 HApKOTUYECKUX cpeacTB. OH MOXKET MO~
CKa3aTh C YYETOM aKTyallbHOW MPaKTUKH, KaKOH
W3 KPUNTOCEPBHUCOB Hambojee BEPOSITHO
MPEA0CTaBUT MHPOPMAIIUIO O MPUHAICKHOCTH
aKKayHTa, dYepe3 KOTOPBIi OOHAIWYHUBAIIHCH
KPUINITOBATIOTHBIE CPEJCTBA, IOJTYyYECHHBIE OT
MPOJaXKU HAPKOTUUECKUX CPEIICTB.

! Tuccen O.H. YcTaHOBIEHHE BaAEbLEB KPUIITOKOIENILKOB, 0OHAPY)KEHHE M U3bATUE IPUBATHBIX KJIIOYEH IIpH pac-
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[Ipn mpoBeneHWH TaKWX OIEPATHBHO-PO-
3BICKHBIX MEPOIMPUATHN, KaK ITPOBEPOYHAS 3a-
KYIIKa», «HAONIOJCHUEY», U IPYTUX, a TaKKe
MIpU 3aJIepKaHUU MPECTYMHUKOB C IMOJUYHBIM
CIICI[MANIUCT MPOKOHCYJIBTUPYET IO MOBOAY BhI-
SIBJICHUS UCTIOJIB3YyEMBIX IPECTYITHUKAMH KPHUII-
TOBAITIOTHBIX KOIIEIHKOB, MECT XPAaHCHUS CHII-
(pasbl 1 maposieii J0CTyMa, a TaKXKe Mo aKKayH-
TaM Ha KPUTNITOBAIIOTHBIX OMpIKaX.

W3noxxenHoe — nump Majnas 4acTh KPpUMHU-
HAJIMCTHYECKOro oOecnedeHus] NpUBJICUYCHUS
CIENMAIINCTOB MO KpunroBamoTaMm. IIpuknaz-
Hble pa3paboOTKH MO AaHHON TeMaTUKe SBIS-
I0TCS BaXXKHBIM 3JIEMEHTOM MOBBILICHUS 3 dek-
TUBHOCTH PabOTHI 1O YTOJOBHBIM JeliaM, CBS-
3aHHBIM C HE3aKOHHBIM 00OpOTOM HapKOTHYe-
CKHUX CPEJICTB.

bepmosckuii JI.B.,

JIOKTOP IOPUINYECKUX HAYK, podeccop
MockoBckuii rocyaapcTBeHHbIM yHUBepcuTeT uM. M.B. JlomoHocoBa,
WHCTUTYT BRICOKOTEXHOJIOTHIHOTO NIPaBa ¥ COIMAIBHO-TYMaHUTAPHBIX TUCIUTIIINH
HanuonaneHOro uccineoBaTesbCKOro ynupepcureTa « MOCKOBCKMII HHCTUTYT 3JIEKTPOHHON TEXHUKU»

O HEKOTOPBIX NPOBJIEMAX LIU®POBOTO CY/IONIPOU3BO/ICTBA

Kak yxe HEOJHOKpaTHO OTMEYaJoCh pas-
JUYHBIMH HCCJIENOBAaTEIsIMH, HCTOPUUYECKOE
JUCKPETHOE pa3BUTHE IIpaBa, HaAXOASCh B KOp-
PENALMOHHON 3aBUCHMOCTH OT I€HE3Uca TeX-
HOJIOTHH, IPOIIJIO HECKOJIbKO Ba)KHBIX ITAIIOB.
IlepBerit mepuoxa (3apoOKICHUS U CTAHOBIICHUS
npaBa — npumepHo 1o IX-XI BB.) Ha3bIBalOT
CTaauel apXanyHOTO Mpasa, Ha CMEHy eMy MpH-
nuta ctaaus cocnoHoro npasa (¢ IX-XI BB. mo
XV-XVII BB.), 3aTeM HacTyluJ1a TPEThA CTaANUS
Pa3BHUTOrO MpaBa, UM OOLIETOCYIaPCTBEHHOTO
(mpubnmsutensHo ¢ 1870 roma u mo 2000 roga).

OKCIOHEHLMAbHOE pa3BUTHE HAyKH H
TEXHUKH, U3MEHEHHE COLHUAIBHBIX YKIAJOB H
Ipyrue raobanbHble U3BMEHEHHS, KOTOPBIE TIPO-
M30IIJTH C HA4aJIOM TPEThEro ThICAYEIeTHs, Mo-
TpeboBanM 3HAYMTEIBLHOM MOJAEPHU3ALUU U
npaBa. Mbl BCTYNIHIIH B 3TI0XY BBICOKOTEXHOJIO-
TUYHOTO TpaBa, MOJl KOTOPHIM MOHUMAETCS Ta-
KON JIOTMCTUYHBIN', HAYKOEMKUH U TEXHOJO-
TUYHBIA PEryJNATop OOIIECTBEHHBIX OTHOIIE-
HUH, KOTOPBIHA, C OJHOW CTOPOHBI, UCIIOJb3YET
BBICOKHME TEXHOJIOTHH B NPOIIECCE TIPABOIPHUME-
HEHMs], a C IPyrof — peryiaMeHTUPYET BO3HUKa-
IOIIME C HUMHU OTHOIIEHUS .

ITocnennue roipl OTIMYAIOTCS IOUCTUHE
B3PBIBHBIM pa3BuTHEM TexHosoruii. Cosep-
HICHCTBYIOTCSI CpEACTBa MOJyYeHHs] U oOpa-
6otk wHpopMmamuu. CropocTs HHTepHETa

cTpemutensHo yBenuuuBaerca (B 2010 roxy
JIOCTYITHAs B TO BpeMs TexHosorus 3G obecrie-
YuBaJla CKOPOCTh INEpeJadyu JOaHHbIX 1,5-2
Mo6urt/c, B 2019 rogy 4G — 100 Mout/c, a B
2021 romy Kwuraii, FOxnas Kopes 3amycTuiam
5G, kotopas Ha 945% Owictpee, yem 4G). Ilo
naHHeIM Statista, B 2010 rogy B HHTepHeTe
06110 2 3ertabaiita mannbix>. B 2020 romy sTo
YHCIIO COCTABIACT yKe 59 3eTTabaiiT. B Hauame
nekadpst 2020 roga KHTaWCKUE CICIHATUCTH
COOOIIMIIN, YTO JAOCTUTIIN KBAaHTOBOT'O IIPEBOC-
xoAcTBa. 53-kyouTHBIH KommbioTep 3a 200 ce-
KYHJl pacCUMTaJl pe3yabTaT 3a1auu, AJIsl peuie-
HUA KOTOpPOH caMOMy MOIIHOMY COBpPEMEH-
HOMY KOMIIBIOTEPY C KJIACCHUYECKOW CHUCTEMOM
BBIUMCIICHUS MOoHazobmiocs 661 oT 0,6 10 2,5
MiIpa set. A yxe B HosiOpe 2022 roga xomma-
Hus IBM npencraBuiia cBOM HOBBIM KBaHTOBBII
nporeccop Osprey ¢ 433 kyOUTaMHu, KOTOPBIi
Oymer  HCIOIB30BaTh KOMIIBIOTEP IBM
Quantum System Two. [lonyunnu nansHeimee
pa3BUTHE JIEKTPUUECKHE U OECITUIOTHBIE aBTO-
Mobunu. HMcmonp3ys crepeomneyaTh, CO34AIOT
JKUJIBIE JOMa, MOCTBI, 3aIMYacTH JJII KOCMHUYe-
CKHUX KOpaOme, TOPOKKH 11 MUKPOCXEM, M-
MJIAHTAThl JIO00OM CIOXHOCTH, BIUIOTH [0
HEWpONpPOTE30B, M JaKe KPOBEHOCHBIE CO-

! Ha IOTHCTHYHOCTD TIPaBa yKa3bIBAET TOT (aKT, 9TO HOPMBI, PETIAMEHTHPYIOIIHE UCTIOIb30BAHUE COBPEMEHHBIX TEX-

HOHOFHﬁ, HaIlJIM CBOE€ MECTO BO BCEX €r0 COBPEMEHHBIX OTPACIAX.
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