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CYBERCRIME IN THE CONDITIONS OF
THE DIGITAL ECONOMY AND THE NEW TENDENCIES
IN THE FORENSIC ENQUIRY DEVELOPMENT

Abstract. The rationale of the article is contingent on the possible security threats afflicting the digital economy
in the context of the cybercrime spreading. The authors emphasize the important role of the law enforcement
agencies in the prevention and suppression of computer crimes, determine their priority tasks and propose the
possible solutions to them. The research content touches upon the topical issues of the computer forensic analysis in
the conditions of the digital economy development in the Russian Federation. The study focuses on the experts' tasks,
problems of implementation and demand for various types of the computer forensics, taking into account the
tendencies of the criminal attacks on information and telecommunication systems and the equipment. The article
justifies the importance of conducting the comprehensive computer forensics in order to obtain the forensically
relevant information when investigating crimes committed using the Internet. From the standpoint of the economy
digitalization development analysis, the authors offer the options for the forensics practice improvement and
organization of the training for the experts in the forensic units. From the standpoint of the economy digitalization
development analysis, the authors suggest the solutions for the computer forensics practice improvement and
organization of the training for the experts in the forensic units.

Keywords: digital economy, information security threats, cybercrime, computer forensics, forensic exami-
nation, professional training.

Introduction. The concept of the “digital economy” became up-to-date in Russia quite recently and
is connected with the legislative initiatives of the President and the Government of the Russian Federation.
The very idea of implementation of the transition to the digital economic relations deserves support and is
the scientific and technical progress. Issues of development and implementation of digital technologies in
the framework of international integration of the countries of the Eurasian Economic Union are updated in
the work of N.V. Kushzhanova and Dashgin Mahammadli [9]. Problems as always lie in the task and
solution implementation, as well as creation of the foundation for reliable and secure functioning of the
electronic information. The security issues are usually discussed from the standpoint of possible risks and
threats, and the ways of their prevention and elimination are developed. An important role in countering
the threats to the “digital economy” development shall be played by the law enforcement agencies.
Therefore, the main tasks are the prevention, disclosure and investigation of the cybercrime. Their suc-
cessful solution is impossible without obtaining the forensically significant information.
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V. V. Putin, the President of the Russian Federation, in his Address to the Federal Assembly dd
December 1, 2016, outlined the necessity to launch a large-scale system program for the development of
the digital economy — the Russian economy of a new technological generation. The information society
development strategy in the Russian Federation as of 2017-2030 has consolidated such a definition of the
digital economy: this is an “economic activity in which the key production factor is the digital data, large
volume processing and usage of the analysis allow to increase significantly the efficiency of various types
of production, technologies, equipment, storage, sale, delivery of goods and services compared to
traditional business forms” (scl. p) ¢ .4) [23].

In order to implement the new progressive direction of the country's economic development, the
Government of the Russian Federation approved and accepted for execution of the Russian Federation
Digital Economy Program [17]. The implementation of this Program involves the development of the
following basic digital technologies: big data; neurotechnology and artificial intelligence; distributed
registry systems; quantum technologies; new production technologies; industrial Internet; robotics
components and sensorics; wireless technology; virtual and augmented reality technology. The deve-
lopment of the new digital technologies is an inevitable process of modernity, in which a personal life,
economy and production are integrated in a single information space that originated with the advent of the
World Wide Web. [4].

Methods. This study is based on a system-activity approach, which is considered by the authors as an
organic unity of tasks arising from the investigative situation, tasks of crime investigation and expert tasks
of forensic examinations aimed at studying the properties and state of the objects of expert research.
Historical and monographic research methods used in the study of the transformation of the problems
solved by forensic examinations, in terms of the complexity of the methods of committing crimes in the
field of high technology.

Statement of the problem. Though being attractive, the new technologies provide the high
functioning efficiency only if they are highly protected from the external and internal information threats.
In this regard, it is obvious that the development of the “digital economy” as many other information
progress achievements will undoubtedly be accompanied by the realization of information security threats
and the cybercrime development [8, 11, 26].

The use of digital technologies in a single information space provides not only the opportunities for
the incredible business development, integration of information flows, exchange of knowledge and
technologies, but also becomes a platform for illegal acts, as well as a means of crime commitment.

Types of crimes committed with the use of the computer and telecommunication technologies are
enshrined in Chapter 28 of the Criminal Code of the Russian Federation: unauthorized access to the
computer information (article 272 of the Criminal Code), creation, use and distribution of malicious
computer programs (article 273 of the Criminal Code of the Russian Federation), violation of the opera-
tion rules for the data storage media, processing or transmitting computer information and information and
telecommunication networks (article 274 of the Criminal Code of the Russian Federation), unlawful
impact on the critical information infrastructure of the Russian Federation (Article 274.1 of the Criminal
Code, was introduced starting from the 1* of January, 2018).

According to official statistics, in 2018, 132733 crimes committed using computer and telecom-
munication technologies were detected, which is 12.7 percent more compared to the same period of the
previous year. 87323 crimes were not solved, which is 13.4 percent more compared to 2017. This statistics
indicate the insufficiently developed by law enforcement agencies practice of solving such crimes.

In the meantime, it is obvious that cybercrime extends beyond the listed crimes. Computer
information and telecommunication technologies often become the tools and means of the crime
commitment, and the object of the crime covers the social relations such as property relations (art. 159.3,
159.6 of the Criminal Code), relations in the sphere of economic activity (art. 171.2 of the Criminal Code,
art. 174,174.1 of the Criminal Code, etc.), relations in the field of public health and public morality
(articles 228-228.4, 234-234.1 of the Criminal Code), etc. Considering various types of crimes committed
with the use of high technologies, we proceed from the generally accepted concept of their understanding
not in the criminal law aspect, but in the forensic, which allows us to understand the methods of
committing and concealing a crime and, accordingly, to develop methods for the detection and inves-
tigation of such crimes. [18,109-110], including using the capabilities of forensic examinations.
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In this connection, it can be concluded that the digital economy relying on advances in the computer
technology and information telecommunications and expanding its borders in all the areas of economic,
financial, industrial, commercial economic activity and in the public administration sphere, shall
constantly be exposed to various criminal attacks, demanding the development of the new and improve-
ment of the existing mechanisms for the information security of the global digital systems and
technologies. The law enforcement agencies will have to confront threats, solve and investigate the crimes
in the new economic environment. At the same time, measures for such crime prevention and control
become of great importance. [10].

The emerging circumstances require the solution of a number of tasks facing the law enforcement
agencies:

1. Training of the specialists with the special technical expertise in the field of functioning of the
computer equipment, information and network technologies.

2. Analysis of the effective cybercrime investigation practice materials, and on this basis the deve-
lopment of the new and improvement of the existing methods for the high-tech crime solving and
investigating.

3. Improvement of the organizational and tactical measures to obtain forensically relevant infor-
mation both when checking statements (reports) about the prepared or committed crime with the use of the
computer information and telecommunication technologies, and in the process of such crime investigation.

4. Conducting of the research and forensic science practice implementation of the new conducting
forensic examination methods that meet the needs of investigative practices in solving the problems of the
criminal case investigation concerning the use of the modern digital technologies.

The first and the second tasks are currently being solved within the framework of the specialist trai-
ning in the educational organizations of the Ministry of Internal Affairs of Russia, the Federal Security
Service of Russia and other law enforcement agencies and conduction of the scientific and applied
research commissioned by the law enforcement agencies. The third task requires, first of all, the
improvement of the operational search activity methods and techniques; in practice, it is implemented in
the course of the operational search activity conduction (computer information obtaining, withdrawal of
the information from the technical communication channels, etc.). The fourth task is quite complicated, its
solution is multifaceted: first, it is the technical modernization of the laboratory equipment and the
technical complexes included in the existing forensic laboratory equipment; secondly, this is the solution
to the task for the creation of the research and analytical departments (services), whose main function is
the analysis of the existing expert practice of the new expert task solution and the development of the
modern expert research techniques for various kinds (types) of forensic examinations; thirdly, this is a
solution to the financing issue concerning the technical modernization of the expert laboratory equipment,
as well as the expert personnel professional retraining.

Results. We shall consider in more detail the upcoming development directions of the individual
kinds (types) of forensic enquiry performed in the forensic units of various law enforcement agencies.

Primary attention shall be paid to the computer forensics (CF) which plays a leading role in the
search and study of forensically significant information within the investigation of crimes committed with
the use of computer information and telecommunication technologies. [2]. First of all, this particular
forensic enquiry requires the continuous improvement of the experts’ professional training level in
forensic units and the contemporary development of its material and technical base.

As it has been already specified above, the digital economy relying on advances in computer tech-
nologies and info-telecommunications will be subject to various criminal attacks, requiring the deve-
lopment of the new and improvement of the existing information security mechanisms for global digital
systems and technologies. Computer forensics is assigned to the leading role not only in the search of
forensically relevant information but also in the cybercrime prevention [7].

At present the following adopted classification of CF is based on the research providing the computer
environment component [19]:

— hardware computer forensics;

— software computer forensics;

— information computer (data) forensics;

— computer network forensics.
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Hardware computer forensics examines the technical (hardware) tools of the computer system. The
subject of this forensics type are the facts and circumstances substantiated on the basis of the research of
the computer hardware operation and functioning consistencies related to the crime commitment.

The computer forensics is designed for the forensic software study implementation. Its subject is the
consistencies of the development (creation) and application (use) of the computer system software. The
purpose of this enquiry is to study the functional purpose, characteristics, requirements, algorithm, current
state of the software presented for the study.

Information computer forensics is the key type of CF as it allows to form holistically the evidence
base by the final resolution of the majority of issues related to the computer information. The purpose of
this type of enquiry is the search, detection, analysis and evaluation of the forensically significant infor-
mation prepared by the user or generated (created) by the software in order to organize the information
processes in a computer system.

Computer network forensics is based primarily on the functional purpose of the computer tools
implementing some network information technology. The necessity to distinguish it in a separate type is
associated with the development of Internet technologies and the requirement to use the specific expertise
in order to combine the obtained objects and the information about them for the effective solution of the
assigned expert tasks.

Let us consider in detail what CF types will be in demand within the global digitalization of econo-
mic relations.

The basis of the modern digital relations is the credit and banking organizations. The development of
digital technologies in the credit and banking sector will undoubtedly be based on the large-scale
expansion of the remote banking services (RBS). Generally, a bank card holder installs the bank mobile
application to his smartphone or uses the Internet service. The client-banking applications of the legal
entities are developing in parallel with mobile applications. The problem of RBS system cyber-attacks
aimed primarily at mobile applications of users and ATMs, remains relevant for several years [1]. The
implementation of such attacks is based on the distribution of malicious software exposing both software
and hardware of the computer systems. In most cases the distribution channel of such malware is the
Internet communications. Consequently, to investigate such crimes it is necessary to conduct a whole
complex of CF ranging from the hardware computer to computer network forensics. Since the process of
conducting of various CF types involves multisystem platforms that are diverse in their hardware, system
and application software, it is necessary to use the modern computer tools and technologies that must be
skillfully used. The list of the typical tasks requiring solutions in this case [24]:

— determination of the type (type, brand), properties of the hardware, as well as its technical and
functional characteristics;

— 1identification and study of the functional properties, as well as software settings;

— determination of the program initial state (for example, within the initial installation) and iden-
tifying the possible changes;

— determination of the goals and conditions for changing the software properties and state (deli-
berate changing of some functions, configuration to the specific hardware environment, etc.), investigation
into the implementation way of software changes (for example, the effect of a malicious program, the
errors in the software environment, unauthorized access);

— determination of the actual state of information, finding out whether there are any deviations from
the typical state of the CF objects (for example, whether there are any malicious inclusions, violation of
the information integrity, etc.);

— determination of the mechanism and circumstances of the event (case), substantiation of separate
stages (phases, fragments) of the event according to the available data carrier information or its copies (for
example, preparation of several copies of a business letter and sending it by the fax software to different
addresses);

— investigation into the causes of changes in the properties of a computer network (for example,
organization of the access control levels; substantiation the fact of network operation mode violation; facts
(traces) of using external (“alien”) software use, etc.).
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In the case of crime investigation concerning RBS systems that have been attacked or destroyed by
viruses, there can be two sides - the server part of the bank’s information system and the client module at
the user side. Consequently, the software and hardware of the user devices and the data center of the bank
shall be subject to the computer forensics. At the same time, difficulties may occur on the server side,
under the pretext of ensuring the confidentiality of the processed information. In this regard, a legislative
resolution of this problem is required.

It is important to note that cybercrimes are often transnational in nature. In some cases, the servers for
information processing and storage, as well as postal services, instant messengers and social networks
belong to the foreign companies and are deployed in other states. The ability to withdraw and study the
electronic information placed in other states is the key to successful criminal exposure. At present, there is
no clear mechanism for prompt obtaining of the information being interesting to the law enforcement
agencies outside of the home state. In accordance with the criminal procedure legislation of the Russian
Federation, the specified needs of the law enforcement agencies are met by directing of the legal assis-
tance requests to other states. The deadlines for the execution of such requests are often longer than one
year and are unacceptable to ensure the prompt investigation of a cybercrime. Thus, it is necessary to
develop intergovernmentally a clear algorithm of international assistance in solving of the analyzed
category crimes. The assistance terms and mechanisms, the specific responsibilities of the parties should
be specified in this algorithm.

The following forensic information can be obtained from the subscriber devices in case of the fraud
in RBS systems [5]:

— the traces of malicious software such as Trojan horse viruses or their signatures themselves;
logs of the operating system and application software;
crypto containers, password files;

— configuration files and scripts.

The economy digitalization develops the sphere of Internet application services for its support and
operation, which means that the user is tasked with the skillful use of authentication tools (credentials,
tokens, passwords, crypto containers, etc.). Many objects of economic relations are virtualized and,
respectively, exist only in electronic form. The user identity leakage is a current and future time issue. And
in this case, CF is crucial to obtain the material evidence. The issues and tasks facing the expert are
approximately the same as the ones within the investigation of crimes with the use of RBS. The study of
facts and circumstances in this area is a multi-step process as the computer-network forensics may require
the hardware computer, the software computer, and, of course, the information computer forensics

Due to the large-scale use of the cryptographic security tools, it shall be necessary to apply the special
knowledge in the related fields of mathematics and the computer system security. There may be
difficulties due to the remoteness of the object of the forensic enquiry and the impossibility to obtain it for
research. Intrinsically, it is difficult to assume the withdrawal of a large data center server or “mirroring”
of the entire array of the information located on it.

This kind of computer forensics require various expertise to be more focused on Internet technologies
and their development tools. Objects and facts in this case can serve as an evidence base only if they are
connected in a chain of transactions accomplished with or without the user's actions on the network data
processing devices.

The development of the digital economy in Russia is impossible without the global trends in the
growth of the blockchain technology popularity [16]. And this is not only a cryptocurrency, in fact, it is a
mechanism of a decentralized, secure and fault-tolerant registry. The scope of implementation is extensive
- these are the financial transactions, securities registers, electronic commerce, logistics, etc [15]. The
blockchain has proven its effectiveness and reliability in the experience of operations with the crypto-
currencies. The vulnerability of the blockchain technology lies only in the need to confirm transaction
operations with private keys. Due to the complexity of the key, its storage is allowed both electronically
and in paper form. The evidence from practice shows that the owners themselves are culpable of stealing
keys or the vulnerabilities are discovered in the exchange security [6]. Thus, the software computer and
information computer forensics can be used in the process of the blockchain technology crime inves-
tigation to determine the possible malicious software use, as well as to analyze the application event and
the operating system logs.
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However, the blockchain technology admits the unauthorized use of the remote computers’ resources
for cryptocurrency mining. As a rule, the organization of such botnets is based on the exploitation of any
operating system vulnerabilities and the usage of the remote computer power for the benefit of unknown
persons. In this type of the computer crime it is necessary to exclude the malware presence in the
computer. In this case the software computer and the computer network forensics are demanded. The
problematic issues of research of objects located in remote computer systems are updated in their research
by D.A. Tarasov [25].

The cryptocurrency exchange hacking cases are frequent in the world practice [13]. The main
vulnerability lies in the errors of configuration, administration and the site development security systems.
The software computer and the information computer forensics of the server equipment is important in the
investigation of such incidents. It is necessary to examine the event and security logs, as well as the
configuration files.

The growing trend of the digital economy should be the growing popularity of the Internet of things
[12]. Due to the large number of the "smart" equipment manufacturers, there is an increasing risk that
developers do not pay enough attention to the security issues of the management services, the application
software and the hardware configuration [3]. Thus, in order to search for crime traces, the investigation
should include both the hardware and the software of the device along with the network configuration. All
this shall require the appointment of a full range of the computer forensics. The role of forensic computer-
technical expertise in solving complex expert problems is considered in [27].

The processes of the digital technology widespread use are already being actively implemented in the
business, the economic and financial management sphere, the accounting automation has already been
spread greatly simplifying the processing of accounting information large amounts and reporting. The new
procedure for using cash registers is being introduced into practice, which provides the online transfer of
the information about each calculation made in an organization to the server of the RF Tax Service. As
already specified above, the development of digital technologies within the implementation of the credit
and banking operations is based on a large-scale expansion of the remote banking services.

Electronic document management, modern technologies for creating a primary or other document, the
use of automated accounting information processing systems - all these are the realities of the modern
world, on the one hand, optimize lots of financial and business processes and are aimed at strengthening of
the state control over the financial flow implementation. But, on the other hand, unfortunately, the
digitalization of the economy gives rise to the new criminal schemes for money embezzlement, as well as
the schemes for criminal proceeds introduction into the legal economic circulation.

The forensic economical examination is of great importance in obtaining the evidentiary information
in the course of the investigation of such criminal cases. Specific objects of research in such expertise are
the material storage media containing information on accounting and economic transactions relating to the
subject of a specific examination. Such information can be provided for examination both on paper and on
non-rewritable CD-R (DVD-R, BD-R) discs. In conditions when the compulsory paper media duplication
of the accounting information is not required by the law [14], and the accounting data bases of an
economic entity may be remotely accessible, it becomes necessary to obtain and withdraw such electronic
information with the participation of a specialist (Articles 182, 183 of the Criminal Procedure Code). The
need for the participation of a specialist in the field of forensic computer-technical expertise in the
production of forensic economic examinations is updated in his works by A.l. Semikalenova and M.G.
Nersesyan [20, 21]. The information withdrawn in electronic form is subsequently sent for examination. In
such situations the practice of the last 5-7 years follows the path of the complex computer and economic
forensics, when it is first necessary to decipher information in the electronic form and to convert it into the
ordinary accounting and economic information and then it is to be analyzed by an expert economist.

Taking into account the ever-increasing volumes of the accounting information submitted in the
digital form for the economic forensics, the development of the analytical software algorithms for the
typical expert task solution will be required in the coming years. This will require, firstly, the analysis of
the already existing positive practice of the typical EF expert task solution and, on this basis the
development of software algorithms that make it easier for the expert to perform computations and
calculations. Accordingly, the workplace of each forensic economist should be equipped with the
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appropriate software and hardware to optimize the time of the enquiry. Secondly, it will be necessary to
organize the retraining and the advanced training of the forensic economists in this direction.

Conclusion. Summarizing the issue of the development trends for the individual forensic exami-
nation kinds (types) in the context of the active digital technologies implementation in the economy, the
public administration sphere in the Russian Federation and the resulting threats to information security and
the cybercrime spread, the general conclusions shall be drawn.

First, the dominant role in the search and study of evidentiary information in the investigation of the
computer and telecommunication technology criminal cases shall belong to the computer forensics. The
solution of individual investigation tasks for such crimes shall require the development of the compre-
hensive forensic enquiry conducted in conjunction with the computer forensics. For example, the inves-
tigation of criminal cases related to the criminal proceeds legalization using the blockchain technology,
through the implementation of the credit and banking operations, shall require the development of the new
directions in the expert problem solution of the comprehensive computer and economic forensics.

Secondly, the relevant direction is the improvement of educational programs for the future inves-
tigators aimed at introducing of a special discipline - let's call it, for example, “Basics of the forensic com-
puter knowledge”, giving an in-depth study of the functioning of the computer equipment, information and
network technologies and possible directions of the criminal use of such technologies and their detection
mechanism. In the same direction, in the coming years, the professional retraining and advanced training
of the current employees of the forensic law enforcement units shall be required.

The search for new directions in the development of forensic enquiry in the conditions of the digital
technology progress and thus, the possible criminalization of economic operations, is becoming a relevant
area of the scientific research today.
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nepel HUMH NPUOPHUTETHBIE 3aJaddl W IpeIJIararoTcsi BapHaHThl MX pemeHns. OCHOBHOE cojep)kaHue padoThl
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